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Partner Information

Date September 27, 2019

Partner Name Nutanix and Palo Alto Networks

Web Site https://www.nutanix.com & https://www.paloaltonetworks.com
Product Name Nutanix Calm & Flow, Palo Alto Networks Panorama & VM-Series
Partner Contact alliances@nutanix.com; nutanix@paloaltonetworks.com
Support Contact https://www.nutanix.com/support-services/product-support

Product Description

Automated deployment of Palo Alto Networks VM-Series Next-Generation Firewall
and Microsegmentation

Use cases for integration into Palo Alto Networks Next-Generation Security
Operating Platform

Use Case No. 1: Micro-Segmentation

Challenge: Virtual applications running on the same host are difficult to selectively segment without
complex network design and configuration, often requiring hairpinning traffic and negatively impacting
performance. This may lead to increased threat exposure or vulnerabilities in your virtualized
environments.

Answer: Micro-segmentation helps reduce the attack surface by preventing lateral movement across
your east-west traffic. This is accomplished by deploying VM-Series integrated with Nutanix Flow. Use
the Nutanix Calm blueprint to create service chains and deploy VM-Series on every AHV host. With
Nutanix Flow, specific traffic can be transparently directed to the VM-Series firewall in the service
chain for deep packet inspection based on the user-defined Nutanix Flow policy.

Use Case No. 2: Virtual Desktop Infrastructure

Challenge: Virtual desktops are growing in popularity, but hosting all of these desktops within your core
data center also dramatically increases your attack surface without the proper protections in place. The
dynamic nature of these desktops can also make security management challenging.

Answer: To address this concern, Nutanix Flow can isolate groups of virtual desktops with a simple
security policy and work with VM-Series on AHV to inspect and enforce Layer 7 controls as well as block
threats across the virtual desktop infrastructure.

Palo Alto Networks Products for Integration

Panorama (8.1 & 9.0)
PAN-OS for VM-Series KVM Image (8.1 & 9.0)


mailto:alliances@nutanix.com
mailto:nutanix@paloaltonetworks.com
https://www.nutanix.com/support-services/product-support

AutoFocus

Cortex XDR

Cortex XDR Analytics

MineMeld
NGFW

Panorama

Prisma Access
Prisma Cloud
Prisma SaaS
Traps

VM-Series

WildFire

Other

Integration Benefits

PAN-OS 8.1 & PAN-0OS 9.0 | Prism Central 5.10.6

8.1&9.0

AOS 5.10.6 with AHV
Calm2.7.0

_o r_

Prism Central 5.11
AOS 5.11 with AHV
Calm2.7.1

Prism Central 5.10.6
AOS 5.10.6 with AHV
Calm 2.7.0

_or_
Prism Central 5.11

AOS 5.11 with AHV
Calm2.7.1

When integrated with Palo Alto Networks VM-Series next-generation virtual firewalls, Flow’s ability to control
traffic is augmented with industry-leading threat prevention capabilities. While micro-segmentation can help
reduce the attack surface of a Nutanix environment, VM-Series threat prevention services ensure that threats
attempting to penetrate the perimeter, move laterally across legitimate network connections, or exfiltrate data
are detected and stopped. Real-time threat intelligence feeds arm VM-Series with the latest threat signatures



detected across the entire Palo Alto Networks install-base to protect Nutanix environments from the latest
zero-day threats.

Integration Diagram

® One-click deployment of Egggg_
Cloud admin VM-Series App-ID
e Automate licensing and
provisioning with Panorama L?‘L4
Firewall
e Create Flow service chain /
......................... VM- Content-1D
e Visualization
(O calm
............................................. > Threat
« Configure virtual wire Prevention
d ELre. Apply Next-Generation Firewall
\a”r"w zect.zrlty Zones.on application-aware policy and
eres controls
User-1D
: Database
Q Prism
Rppter URL Filtering
Web tier
WildFire

) AHV

Palo Alto Networks Configuration

To provide a zero-touch configuration of the Next-Generation Firewall VM-Series instances, which includes
automatic licensing and subscription to a Panorama centralized management server, the Bootstrap ISO image
provides the configuration elements necessary.

The contents of the Bootstrap ISO image consist of four directories off the root of the ISO filesystem — within
two of the four directories are files containing the requisite configuration data. While other configuration
elements are possible, they are outside the scope of this guide and are not required for deploying VM-Series
with Nutanix Calm.

Prior to creating the Bootstrap ISO image, you must first generate the VM-Auth-Code. Log into Panorama via the
command-line interface (CLI), and issue the following command:

request bootstrap vm-auth-key generate lifetime <1-8760>

For example, to generate a key that is valid for 24 hours, enter the following:



request bootstrap vm-auth-key generate lifetime 24

VM auth key 755036225328715 generated. Expires at: 2019/12/29 12:03:52

Create a new folder called bootstrap on your computer. Within that folder, create four folders as follows:

config

[l init-cfg.txt

content
[l Empty

license

[l authcodes

extension)

software

[l Empty

T

# Quick access
Desktop
¥ Downloads

Share

> ThisPC » DVD Drive (E)) Bootstrap »

A

|=| Documents

&=/ Pictures.
Camtasia
Cleanup

Desktop

Mutanix Blueprir

e Creative Cloud Fil

I This PC
M 2D Objects

(case-sensitive text file)

(case-sensitive text file with no

Wiew

Mame

config
content
license
software

Manage

Drive Tools

DVD Drive (E:) Bootstrap

Date modified Type

File folder
File folder

File folder

e o = o

File folder

file

Use a text editor to create the init-cfg.txt and authcodes text files listed above and place them in their respective

directory:
init-cfg.txt

type=dhcp-client

op-cmd-dpdk-pkt-io=off

ip-address=
default-gateway=
netmask=
ipvé6-address=

ipve-default-gateway=

hostname=



authcodes

A123456789

vm-auth-key=VM AUTH KEY VALUE
panorama-server=IP ADDRESS OF PANORAMA SERVER
panorama-server-2=

tplname=

dgname=

dns-primary=IP ADDRESS OF PRIMARY DNS
dns-secondary=IP ADDRESS OF SECONDARY DNS
op-command-modes=multi-vsys, jumbo-frame
dhcp-send-hostname=no
dhcp-send-client-id=no
dhcp-accept-server-hostname=no
dhcp-accept-server-domain=no

[ [ = | config

€ o vt

Share View

» This PC > DVD Drive (E:) Bootstrap > config

A Name

Date modified

Type
3t Quick access

[ Deskiop
4 Downloads

El init-cfg.bet

Text Document

[ Documents
&= Pictures
Camtasia
Cleanup
[ Desktop
MNutanix Blueprir
L

e Creative Cloud Fil

I This PC
J 30 Objects

Size

enter the value for the auth code as provided by Palo Alto Networks

2 W=

« v [l > ThisPC »

license
Share  View

DVD Drive (E) Bootstrap > license:

& Downloads # »

[ Documents

Name Date modiified Type Size

[ authcodes 8/19/20

=] Pictures.
Camtasia
Cleanup

I Deskiop
Nutanix Blueprir

& Creative Cloud Fil

[ ThisPC

B 30 Objects

| authcodes - Notepad

File Edit Format View Help

jp12345678 @

1KB



Use the ‘mkisofs’ utility to create the ISO image containing the files and corresponding directory structure
above:

mkisofs -J -R -v -V “Bootstrap” -A “Bootstrap” -ldots -1 -allow-lowercase -allow-multidot -o
bootstrap.iso bootstrap/

“ Home Share View

< v 1 » ThisPC » Local Disk (C:) » Temp v O

~

X MName Date modified Type Size

# Quick access

bootstrap 9/ 19 1:45 AM File folder
Desktop
34 Downloads
2 Dog B8 Command Prompt = O *

-allow-low -allow-multidot -o bo p.iso b

Prior to deployment of VM-Series, your auth codes must be activated on the Palo Alto Networks support site
otherwise, the automated licensing process will not complete successfully.

Using your web browser, go to:

https://support.paloaltonetworks.com

Navigate to Assets -> VM-Series Auth Codes


https://support.paloaltonetworks.com/

paloalto  Cuystom

Current Account: Palo Alto Networks Spares
= |Q|_.ig|¢_p,cg ions ] Advanced Endpoint Protection
# Support Home WM-Series Auth-Codes
e

& Support Cases Cloud Services

B Company Account Site Licenses

& Members W Enterprise Agreements

% Groups Asszet History

B Ascols - Search Current Account

Follow the instructions as documented on the Palo Alto Networks TechDocs site to register the auth codes:

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/license-the-vm-series-firewall/register
-the-vm-series-firewall/register-the-vm-series-firewall-with-auth-code.html

Download VM-Series KVM Base Image

To deploy VM-Series on your Nutanix cluster, download the VM-Series KVM Base Image from the Palo Alto
Networks Support Site:

https://support.paloaltonetworks.com

1. Navigate to Assets -> Software Updates

&+ Members ¥
& Groups

= Assets v
A~ Tools 2
¢ WildFire 2

Ll AutoFocus

£ Updates ~
Software Updates
Dynamic Updates

|#* Resources ¥

2. Inthe Filter By drop-down select PAN-OS for VM-Series KVM Base Images
3. Download the most recent version by selecting the link containing the filename as denoted below.


https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/license-the-vm-series-firewall/register-the-vm-series-firewall/register-the-vm-series-firewall-with-auth-code.html
https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/license-the-vm-series-firewall/register-the-vm-series-firewall/register-the-vm-series-firewall-with-auth-code.html
https://support.paloaltonetworks.com/

Software Updates

Filter By:  PAN-0S for ViM-Senes KV Base bm... -

-

» PAMN-O5 for VM-Series KVM Baze Images

9.0.1 D4,/09/2019 elaase 25 i R G Checksum
P i3

8015  03/04/2019 elease Note i Checksum
KVM-B0.15.0com2  GB

Create Panorama Admin Account for Nutanix Calm

Not only does the Nutanix Calm Blueprint for VM-Series deploy instances across your Nutanix AHV cluster, it also
leverages the PAN-OS XML API to automate the configuration of several key elements within Panorama. While it
is possible to use an administrative account with Super User privileges, the principle of least-privilege dictates
that you should always use administrative accounts with only the permissions necessary to carry out the
required functions.

This is easily accomplished through the creation of an Admin Role and Administrator account in Panorama.

1. Loginto the Panorama admin Ul and navigate to the Panorama tab, then select Admin Roles

palog&tﬁ? Dashboard ACC Monitor Panorama

Panorama v

l,“él Setup

B2 High Availabilty

I,?é] Config Audit

5 Managed WidFire Clusters
'ﬁManaged ‘WidFire Applances

[ mame Description

&EAuthenticatmn Profie
%’Authantiﬁtmn Sequence
[ user Identfication

v Managed Devices
Summary

2. Create a new Admin Role by clicking Add at the bottom of the page (api-admin-role)

10



HETWORKS

M paloalto

UaSetup
EiHigh Availability

%Cnnﬂg Audit

5 Managed WildFire Clusters
aManaged WildFire Appliances

S Administrators
= i

T Access Dormain
@Authaﬂtmtmﬂ Profile
gAuthaﬂtlmtmﬂ Sequence
[EBluser 1dentfication

¥ =3 Managed Devices

=8 Symmary

Panorama

[1 mame Role

u admin

Superuser

Authentication

Profie Passwaord Pr

3. Deselect every option on the Web Ul tab by clicking on each green checkmark. They will change to red

Xs as you proceed through the list

Admin

Profile
Name  api-admin-role
Description | Restrict access to APL

Role (®) panorama Device Group and Template

Web Ul XML/RESTAPI ~ Command Line
@Dashboard ~ @Dashboard ~
@acc @acc
@Moniter @ Monitor
@Logs @Logs
@Traffic @Traffic
@Threat @Threat
@ URL Filtering @ URL Filtering

@wildFire Submissions
@ Data Filtering

@ wildFire Submissions
@Data Filtering

@HIP Match @HIP Match

@I1PTag @1P-Tag

@User-ID @user-ID

@Tunnel Inspection @Tunnel Inspection

@ Configuration @ Configuration

@system & @system v

Legend: @ Enable (8) Read Only & Disable

Name  api-admin-role
Description  Restrict access to AP

Role (®) panorama

WebUl ~ XML/RESTAPI ~ Command Line

Web Ul Conttext Switch Ul

®Dashboard
®acc
®Monitor
®Ppolicies
®Objects
®Network
®Device
®Panorama
®Privacy
®validate
®save

® Commit
@Tasks
®Global

Legend: @ Enable (&) Read Only & Disable

Device Group and Template

Admin Role Profile ®
o foonoepee 0

®Dashboard
@acc
®Monitor
®Policies
® Objects
@ Networlk
® Device
® Privacy
® validate
®save

® Commit
®Tasks

] ]

4. Change to the XML/REST API tab and repeat the process, this time changing every red X to a green

checkmark

Admin Role Profile ® Admin Role Profile ®

Name  api-admin-role
Description | Restrict access to API

Role (®) panorama Device Group and Template

Web Ul  XML/RESTAPI ~ Command Line

®Report

®Log

® Configuration
®Operational Requests
® Commit

@ User-ID Agent
®Export

®Import

Legend: @ Enable (&) Read Only @ Disable

Name  api-admin-role
Description Restrict access to AP

Role (®) panorama

WebUl  XML/RESTAPI = Command Line

@Report

@Log

@ Configuration

@ Operational Requests
@ Commit

@ User-1D Agent.

@ Export

@1mport

Legend: @ Enable (8) Read Only & Disable

Davice Group and Template

_

5. No changes are necessary on the Command Line tab as no permissions are granted by default
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Admin Role Profile
Name  api-admin-role
Description  Restrict access to APT

Role (®) panorama Device Group and Template

Web Ul ~ XML/RESTAPI = Command Line

None

6. Click OK to save the changes

7. Select the Administrators menu, then click Add to create a new account — provide a username
(nutanixadmin) and password and confirm the password. Change the Administrator Type drop-down
select from Dynamic to Custom Panorama Admin, then select the newly created role in the next
drop-down select

paloalto

Dashboard ACC Panorama

Administrator ®

B o
w Authentication Profle None i
B setup —

ERiHigh Availability || Use only dient certificate authentication (Web)
52 Confg Aude | ——
Ty Managed WidFire Clusters

janaged WidFire Applances | |L_J Name: Role ’;:J:ﬁh‘:"tmmn Password Pr Confirm Password ssssssssssssssss

= || use Public ey Authantication (SSH)
[F admin Superuser
Administrator Type Custom Panorama Admin b
T Access Domain Profle apiadmin-role -
8 authentication Profile
9 Authentication Sequence P Brole Nona -
[IBluser dentfication
&= Summary

8. Click OK to save the new account. Select Commit -> Commit to Panorama then click the Commit button
to apply the newly defined role and account

& Commit~| &5 (@ Configv Q Search

Commit to Panorama
Push to Devices @

Commit and Push

Profile Access Domain Admin Profile Locked User

api-admin-role

12



Commit to Panorama OH

Doing  commit wil overwrice the Panorama running configuration with the comit scope.
®) Commit All Changes () Commit Changes Made By:(1) jhochberg

Commit Scope. Location Type
device-and-network

W, Preview Changes 'S Change Summary s, Validate Commit % Group By Location Type

Partner Product Configuration

Upload VM-Series Image and Bootstrap ISO Image

Begin the deployment process by uploading the PAN-OS for VM-Series KVM Base Image and Bootstrap ISO to
Prism Central.

Dashboard

Main Dashboard & Manage Dashboards ResetDashboard  + Add Widgets
Impacted Cluster Cluster Quick Access Cluster Storage Tasks
CLUSTER USED STORAGE DATA REDU.. Bl View All Task(s DETAILS
Ninx-Cluster O iew All Task(s)
Ntnx-Cluster
Ninx-Cluster s 108:1
rer) (cap) 2D [ ] opthi Resolve Alert: 0 out of 3
alerts successfully Failed O
Alerts 2214 updated
Anomalies (last 24 hours) 9 Resolve Alert: 0 out of 3
alerts successfully Failed O
Runway 365 days updated
Inefficient VMs 51 Acknowledge Alert: 0
outof 3 alerts Failed ©
Cluster Runway Cluster CPU Usage VM Efficiency Cluster Latency
Ninx- Ninx- F Ntnx- A
Cluster ey Aoty Cluster = 3 i B 39 19 Cluster S B8/
Overprovisioned Inactive
Cluster Memory Usage 1 0 Controller IOPS
e . Constrained Bully s - 3
Cluster i Cluster y g IOPS

View All Inefficient VMs

Reports
2 o}
Total Reports Scheduled Reports

1. From the Prism Central menu, navigate to Virtual Infrastructure -> Images



Main Dashboard & Manage Dashboards

Impacted Cluster

Ntnx-Cluster

Virtual Infrastructure /Ms a2 84

365 days
Irr'liagesh
e Entities
365+ days

Click Add Image

7 Total Images

+ MName

Click +Add File and browse to the PAN-OS for VM-Series KVM Base Image, then click OK

Input a name in the Image Name field or accept the default value, a description (optional), leave the
Image Type set to Disk, and click Save



Add Images

Image Source

© Image File URL
+ Add File

Source: [LOCAL]\PAVM-KVM-9.0.1.qcow2 Remove
image Name image Type

VM-Series-9.01-Base-KVM- Disk e

image Description

Palo Alto Networks VM-Series 9.0 Disk Image

Cancel m

Click Add Image

Click +Add File and browse to the Bootstrap I1SO, then click OK

Add Images

Image Source

© image File URL
+ Add File

Source: [LOCAL]WM-Series Bootstrap.iso

image Name image Type
VM-Series Bootstrap.iso 1SO o
Image Description

VM:-Series Bootstrap 1SO

Gancel m

Input a name in the Image Name field or accept the default value, provide a description (optional),
choose ISO from the Image Type drop-down select, and click Save

15



Create a Project

If you already have an existing Nutanix Project defined, that can be used to deploy the Calm Blueprint in lieu of

creating a new project. Otherwise, follow the steps in this section to create a new Nutanix Project.

1. Navigate to Administration -> Projects

Main Dashboard & Manage Dashboards

Impacted Cluster

Ntnx-Cluster
per) (cap) CED [y ]

Alert: a2 a4
Virtual Infrastr gt

Anomalies (last 24 hours) 9
Runway

Inefficient ViMs 51

nistration Prnjeﬁs

365+ days

B Prism Central Se...

2. Click Create Project

Projects

Projects o ~

Mo Projects match your current filters.

3. Provide a Name and Description, then choose the AHV Cluster on which you want to deploy the
VM-Series instances

16



Create Project

® General Settings
General Settings 9

Cluster
itk Users, Groups and Roles
Palo Alto Networks VYM-5Series Deployment MNetwork
Quotas (Optional)
Desc
Deploy YM:Series on Nutanix
Cluster

ARV Cluster

Ntnx-Cluster ~

4. Click the +Users button then select either User or User Group in the drop-down select — type in the first
few letters of the desired User or User Group and auto-complete will provide a list of options to select
and choose the Project Admin role, then click Save

Users, Groups and Roles

+ User 2
Select users and active directory groups.
User «
Project Admin i Save - Cancel
Nutanix Admin

Allow collaboration

Network

Select the networks that will be accessible to this project.

5. Select the checkbox next to the Network to associate with the Management interface on each VM-Series
instance

17



Create Project

O client_vw (4]
[ cognitiveclient 0 Gengral Sewings
Cluster

[ cognitiveserver 0 oy Users, Groups and Roles
*  Network

[J container 22 Ty Quotas (Optional)

02 0

[ L2ClientVian30 30

[ L2ServerVian40 40

mgmt-network 0

[ prismnet 156

6. Scroll down and click Save to finish configuring the Project

[ wwire200 200
O wwire_vlan_301 301
O wwire_vlan_302 302

) Quotas (Optional)

Cancel

Import and Configure Calm Blueprint

1. Navigate to Services -> Calm



Main Dashboard 3 Manage Dashboards

Impacted Cluster

80
Ntnx-Cluster
per) (cap) CZED) [ Sys

A2 A4
2

365 days
52

Cluster Runway

2. Choose the Blueprints menu and click on Upload Blueprint

3

Elueprints

0 Total Blueprints

mn There are no blueprints available

3. Browse to the Calm Blueprint JSON file and select the Project created in the last section and click Upload

19



Bluep

Palo Alto Networks - VM-Series - Calm Blueprint

Palo Alto Networks WM-Series Deployment

Cancel

NOTE: As you proceed through the remaining steps, ensure you only modify the settings in the Value fields — do
not modify any text in the Name fields

AHV

Variables (7 [+
COUNT: 1 & 3
Type: String
Panorama_IP: 19216811 &3
Type: String
Panorama_Username: admin & i
Type: String
Panorama_Password: ™™™ 2 3
Type: String
Panorama_DeviceGroup: Calm F :
Type: String
Panorama_Template: Calm-Templ... & H
Type: String
Panorama_TemplateStack: Calm... F 3
Type: String
Panorama_Zone: CALM-VWIRE-Z... F i
Type: String
Panorama_Vwire: default-vwire F i
Type: String

4. Input a numeric value in the COUNT section to represent the number of VM-Series instances you want
to deploy

20



5.

COUNT: 2 A

Name

COUNT

Data Type @

String -

D Muktiple Input (Array)
Input Type

Simple b

Value

D Secret @

Label {Optional)

Palo Alto Networks WM-Series Count

Description (COptional)

Mo of palo alto WMs to be provisioned in AHV
cluster.

D Mark this varlable private

Private variahle< are hidden from peers Thew are nof

Provide the IP address for your Panorama server

I

21



Panorama_IP: 10.2.6.97
Mame

Panorama_IP
Data Type (1)

String

| Multiple Input (Array)
Input Type

Simple

Value

[ secret D)

Label ({Optional)

IP Address of Panorama

Description {Optional)

Provide IP of Panorama

6. Supply the username for the Panorama delegated Administrator account (nutanixadmin) created earlier

22



7.

Panorama_Username: nutanixad... ¥

Name

Panorama_Username

Data Type G)

String b

D Multiple Input (Array)
Input Type

Simple -

Value

nutanixadmi

L] secrer (1)

Label {Optional)

Username for Panorama AP Administrator

Description QUptionaI]%

Credential used to make api operations for
panorama configuration

|:| Mark this variable private
Private variables are hidden from users. They are not

shown at faunch or in app. So, they cannot be marked
runtime

Enter the corresponding password for the delegated Administrator account in the Value field

23



Panorama_Password: ™"

Name

Panorama_Passward

Data Type (1)

String -
Input Type

Simple b
Value

sassssssansancad] e

et

Secret (1)

Label {Optional)

Password for Panorama APl Administrator

Description (Optional)

Credential used to make api operations for

panorama configuration

|:| Mark this variable private

8. Accept the default Panorama Device Group name (CALM) or supply your own in the Value field

24



Panorama_DeviceGroup: Nutanix.__. 2

Name

Panorama_DeviceGroup

Data Type (i)

String -

D Multiple Input [Array)
Input Type

Simple -

Value

‘ Mutanix_Device_Group

O secret ]

Label {Optional)

Device Group for Pale Alto VMs

Description (Optional)

Device group created on panorama for palo alo
VMs

|:| Mark this varlable private

Private variables are hidden from users. They are not
shown at launch or in app. So, they cannot be marked

runtime

Mark this varlable mandatory

9. Accept the default Panorama Template name (Calm_Template) or supply your own in the Value field

25



Panorama_Template: Nutanix_Te... A H

Name

Panorama_Template

Data Type @

String -

D Multiple Input [Array)
Input Type

Simple -

Value

Nutanix_Templat:

[ secret ()

Label (Optional)

Template for Palo Alto VMs

Description (Optional)

Template created on panorama for palo alto
VMs.

D Mark this variable private
Private variables are hidden from users. They are not
shown at launch or in app. So, they cannot be marked

runtime

El Mark this varlable mandatory
Mandatory variables will have to be filled by the

consumers while launching the application

10. Accept the default Panorama Template Stack (Calm_Stack) or supply your own in the Value field

26



Panorama_TemplateStack: Nutan... A 3

Name

Panorama_TemplateStack

Data Type {:ij

String -

D Multlple Input (Array)
Input Type

Simple -

Value

MNutanix_Template_Stack]

[ secret m

Label {Optional)

Template Stack for PER}ARO VMs

Description (Optional)

Template stack created on panorama for palo
alto VMs.

|:| Mark this variable private
Private variables are hidden from users. They are not
shewn at launch er in app. So. they cannot be marked

runtime

Mark this variable mandatory

[ ¥ TN PN SIS 1| ) SN S| I SR,

11. In the Panorama_Zone section, accept the default PAN-OS Security Zone Name (CALM-VWIRE-ZONE) or
supply your own in the Value field

27



Panorama_Zone: Microsegment_.. B
Name
Panorama_7Zone

Data Type (1)

String -

D Multiple Input (Array)
Input Type

Simple -

Value

Microsegment_Zone

D Secret @

Label (Optional)

Zone for Palo Alto WVMs

Description (Optional)

Zone created on pancrama for palo alto VMs

D Mark this varlable private

Private variables are hidden from users. They are not
shown at launch or in app. 5o, they cannot be marked
runtime

E Mark this varlable mandatory

Mandatory variables will have to be filled by the

consumers while launching the application

12. In the Panorama_Vwire section, accept the default name for the PAN-OS Virtual Wire object
(default-vwire) or supply your own in the Value field



Name

Panorama_\wire

Data Type (

String hd

O muie ple Input (Array)
Input Type

Simple d

Value

Mutanix_vWire

[ secret I\

Label {Optional)

Virtual wire for Palo Alto VMs

Description {Optional)

Virtual wire created on panorama for palo alto
VMs

D Mark this variable private

Private variables are hidden from users. They are not
shown at launch or in app. So, they cannot be marked
runtime

Mark this varlable mandatory

Mandatory variables will have to be fi

consumers while launching the appli

D Valldate with Regular Expression

13. Scroll up to the top and click Save

[ ] L £ Credentlals £} Confliguration H save

Save Blueprint

AHY

Variables

COUNT: 2
Type: String

Panorama_IP: 10.3.6.97
Type: String

14. You will see an error message displayed — this is expected behavior

#

B

29



Palo Alto Networks - VM-Series - Calm Blueprint

v Blueprint saved, but with validation errors.

Variables [+]

15. Click the Credentials link

Palo Alto Networks - VM-Series - Calm Blueprint 1] £ Credentlels £3 Configuration ?

Configure Credentials

Variables [+]

16. Expand the Credentials section by clicking the > next to the username admin

B  Credentials ! ] o
o Credentials @
s
> &£ admin (Defauit) Edit
a
aa
" \
gﬂ

17. Input the default PAN-OS admin password (admin — all lowercase) and click Save — this time the changes
apply without any error message — click the Back button

Credentials

Credentlals o

v £ admin
admin
&
admin
Password b
&
Reset Clear
Is used as the default credential ?
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[ ] o H seve

Beck

18. In the lower left-hand corner, click the word PaloAlto in the box labeled Service — a new set of
configuration settings will open on the righthand side of the page

1ype: string
Panorama_IP: 10.3.6.97 E
Type: Sring
Panorama_Username: nutanixad #:
Type: String
Panorama_Password: ******* F i
Type: String
Panorama_DeviceGroup: Nutanix 23
Type: String
Panorama_Template: Nutanix_Te. P
Type: Sring
Panorama_TemplateStack: Nutan. P
Type: String
> Pa\a%g 3
Panorama_Zone: Microsegment_. b o
~  Application Profile 1 ® Type: String
v A Panorama_Vwire: Nutanix_vWire =2
Type: String

19. The names of the Virtual Machines are dynamically created based on the value defined in the VM
Configuration section



VM Configuration

E A
VM-ScricRa |
IMAGES (2) *Q

Image Device (1)
Boot: e Image cannot be deletec
F

The default text Paloalto-ee {NUM}@e Will create Virtual Machines in the following format:

PaloAlto-1
PaloAlto-2

PaloAlto-X
To change the name of the Virtual Machines, only replace the text up to ee (NUM} @@
20. Modify the drop-down select for Image Device (1) to reflect the PAN-OS for VM-Series KVM Base Image

you imported earlier — do not uncheck checkbox next to Bootable — the PAN-OS for VM-Series KVM Base
Image is the default boot volume and the VM will not boot if the checkbox is unchecked
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VM-Series-B2@{NUMaa®
IMAGES (2) el +

Image Device (1)

Bootable Image cannot be deleted

&
WM-Series-9.01-Base-K\VM-Image X W
= - 3.-, - o] -"f“
DISK K w SCsl X
Bootable
Image Device (2) o]
A
v
& : &
CD-ROM O IDE X w

|:| EBootable

21. Modify the drop-down select for Image Device (2) to point to the Bootstrap I1SO you imported earlier —
do not check the checkbox next to Bootable — the I1SO image is only used to provide configuration
settings during the provisioning process —the VM never boots from the ISO image

The default values for VCPUs (4), Cores (1), and Memory (9 GB) are valid for a Palo Alto Networks VM-Series
VM-100, VM-200, or VM-300 license.
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Image s

VM-Series-9.01-Base-KVM-Image Xxw
Device Type A Device Bus o

DISK Xw SCsl ¥
Bootable

Image Device (2} |

Image 6
VM-Series Bootstrap.iso K
DeVice Type A Pevice Bls o
CD-ROM xw IDE xw

L] Bootabie

CPU B es per vCPU r
4 1

Memory (GiB) &

D Guest Customization

NOTE: If you intend to deploy another VM-Series license, please review the Palo Alto Networks VM-Series System
Requirements documentation for the required resources:

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vm-series-firewall/vm-series
-models/vm-series-system-requirements.html

22. Leave the value for network_function_provider: PaloAlto blank

VGPUS [+]

No viGPU is available on this cluster

Categories

Ensure that SSH port (22) is open in the

security policies of the selected categories.

network_function_provider: PaloAlto X
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https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vm-series-firewall/vm-series-models/vm-series-system-requirements.html
https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vm-series-firewall/vm-series-models/vm-series-system-requirements.html

23. In the Network Adapters section, choose the Network as defined in the Project created earlier for NIC1
(VM-Series management interface)

NOTE: Do not configure a Static IP address — the Nutanix Calm automation framework operates optimally when
IP addresses are assigned via DHCP

NETWORK ADAPTERS (NICS) (4} °

Metwaork Configuration is needed for Actions

and Runbooks to work.

Subnet only from first MICs cluster can be

selected. To change

MNICs

the cluster, remove all the

Cluster: Ntnx-Cluster

T2

l mgmi-network »w
Leave Static) |2

Field/Blank:

Ingress

Egress

TAP

SERIAL PORTS (1) °

24. Do not uncheck the checkbox in the Serial Ports section — this will cause significant delays in the amount
of time it takes for the VM-Series instances to boot

SERIAL PORTS (1) ﬂ'
0.

Connected o #
Connection
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25. It is not necessary to configure any additional settings as the default values are optimized for
deployment in the majority of Nutanix customer’s environments ***

SERIAL PORTS (1) °

Connected m #

Connection

D Check log-in upon create

admin K "
NIC 1 % v
A i
SSH <w || 22
o > 4
700 @ s @

*** in some rare cases where the Nutanix AHV cluster nodes operate at high utilization rates, it may be necessary to increase the default
timeout value from 700 (seconds) to 800 or 900. Increasing the timeout value does not negatively affect the deployment of VM-Series in
any way. It provides additional time for PAN-OS XML API programmatic functions to finish processing.

26. Scroll to back to the top and click Save

£ Configuration B save

-

Sawve Blueprint

Ingress

Egress
Deploy Palo Alto Networks VM-Series Application from Calm Blueprint
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1. Once the settings for the Nutanix Calm Blueprint for Palo Alto Networks VM-Series save completely, click
the Launch button

iy Publish 4 Download P Launch ?
Launch Blueprint

Ingress

Egress

2. Onthe next screen, review the settings to ensure accuracy
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Calm

g8 Palo Alto Networks - VM-Series - Calm Blueprint

L]
"-I
— | Palo Alto Networks VM-Series Applicatio
aa
it
" @® AHV T
o
ﬁ Profile Configuration Service Configuration Credentials
~
- Palo Alto Networks VYM-Series Count
Mo of palo alto VMs to be provisioned in AHV cluster.
2
IP Address of Panorama
Provide IP of Pancrama
10.36.97
Username for Panorama APl Administrator
Credential used to make api operations for pancrama configuration
nutanixadmin
Password for Panorama API Administrator
Credential used to make api operations for panorama cenfiguration
Device Group for Palo Alto VMs
Device group created on pancrama for palo alte VMs
MNutanix_Device_Group
Template for Palo Alto VMs &
Cancel Create
?

3. Confirm the password for the delegated Administrator account



.l
2 ® AHV >
e
Profile Configuration Service Configuration Credentials
Username for Panorama APl Administrator A
E Credential used to make api operations for panorama cenfiguration

nutanixadmin

Password for Panorama APl Administrator

Credential used to make api operations for pancrama cenfiguration

e00s00secnescend o

Device Group for Palo Alte VMs

Device group created on pancrama for palo alto VMs

MNutanix_Drevice_Group

Template for Palo Alto VMs

Template created on panorama for palo alto VMs.

Nutanix_Template

4. Click the Create button to deploy VM-Series

Zone created on pancrama for palo alto VMs

Microsegment_Zone

Virtual wire for Palo Alto VMs
Virtual wire created on panorama for palo alto WViMs

Mutanix_vWire

W

- MD

5. You can switch to the Manage tab to follow along with the process

39



2

rks VM-Series Application

Manage Services Audit ?

Status
Palo Alto Networks VM-Serles
Project
Deployment
Owner admin
Variables

Palo Alto Networks VM-Series Count
2

IP Address of Panorama
10.36.97

Username for Panorama API Administrator
nutanixadmin

Queued

Runtime editables patched

Blueprint cloned

Succeeded

Summary

D on

Busy

® Error

Off

Configuration

eaa24200-2020-

Application UUID
pplication 4593-80b5-47ade1dc1007

Palo Alto Networks - VM-Serles -

Blueprint

Calm Blueprint
Application Profile AHV
Cloud <

Copy

Copy
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Calm

Manage Services Audit ?

& Palo Alto Networks VM-Series Application

i

J

aE Status

Palo Alto Networks VM-Serles

(0 Prism Central Bl ¥ techbd-panc

<« ¢ @ @ & httpsy/
Evmc ESJefHlab £ Nutanc @ AWS

- 9 2@ e®

fconsole/#page/explore/calm/applications/eaa?

Palo Alto Networks VM-Series Application Delete 2

o B

Overview Services Audit ?
- swre WAy At IUs P
~
am >_ | ScaleUp Status SUCCESS
Wi
iiv > ScaleDown = (IIrEateNFCham ¢
00
ol CreateNFChain @
| 3 Start
" = f:onﬂgurEPanaronTa ) "
¢ Restart
s PaloAltoVM "% ConfigurePanaroma n
[ ] Stop
1 PaloAlto
. PaloAlto Create
PC &
X EEme Create - 4 e 1 -
Started today &t 11:10 PM
@ _.. Package Install
>_ | SoftDelete Status SUCCESS
@ PaloAlto Create
2 ‘ConfigureFirewall - "
(5 Palontto Stan Firishe s
c ‘ConfigureFirewall "
Create
@ _reate Deployment ¢ PaloAlto Start 5
? Finished - 10
vy

Verify PAN-OS XML API Configuration Settings

Switch to the Panorama Web Ul to verify Nutanix Calm provisioned the following settings:

® VM-Series are Registered (Managed Devices -> Summary)



m paloa lto —— DEVICE GROUPS ————— TEMPLATES

METWORKS Dashboard ACC Monitor Policies Objects Netwark Device Panorama = Commit~ & (@ Config= Q& Search

Poroama 1~ [ = ®

(8 setup

EiHigh Availability
T-:l" Config Audit
54 Managed WildFire Clusters
38 Managed WildFire Applances
¥ password Profiles

8 Administrators

Tags Serial Number Pv4 IPVE Varizbles Template Device State  HA Status Shared Policy Template

Shared > Nutanix_Device_Group

%Admm Roles 007054000072 10.3.6.94 (DHCP) Create Nutanix_Templa.. Connected T @ InSync @ Insync
2 Access Domain
@Authent\catmn profile 007054000072..  10.3.6.91 (DHCP) Create Nutanix_Templa . Connected o In Sync O In sync

gﬁ\uthent\mtmn Sequence
[ user 1dentification

e Device Group is provisioned

8 setup " n

=21 High Availability
'fg Config Audit [ Hame = Description Authorization Code  SW Version Master Devica Devices/Virtual System
5 Managed WildFire Clusters
58 Managed WildFire Applances || [C] ¥ [gShared
g+ [ e
tanbc_Device_Gr.
Ea Admin Roles
2 Access Domain
& Authentication Profile
ﬁf\uthentmt\un Sequence
User Identffication
v Managed Devices
=2 Summary
= Health
# Troubleshooting
@B Templates
L;_Q Device Groups "

e Mmnmand Crllartnre

Device group added from calm
PA-VM, PA-VM

e Template and Template Stack are provisioned

B High Availability
'?'.g Config Audit
Bk Managed WildFre Clusters ] nutenix_Template template
5§ Managed WildFire Appliances || ] Nutanix_Templ... template-stack Nutanix_Template PA-VM
“H password Profiles PA-VM
a Administrators
b Admin Roles
T2 Access Dormain
& Authentication Profile
g.ﬂuuthentutiun Sequence
User Identification
v Managed Devices

=2 Symmary

=8 Health

# Troubleshooting
BTe mplates
[k Nevice Grouns M

D MHame Description Type Stack Devices

Verify VM-Series Virtual Machines Provisioning

Switch to the VM-Series Web Ul for each instance deployed to verify the following:

e Licenses activated



PAVM AutoFocus Device License

Date Issued September 05, 2019 Date Issued September 05, 2019
Date Expires MNever Date Expires February 11, 2026
Description  Standard VM-100 Description  AutoFocus Device License

Date Issued September 05, 2019
Date Expires luly 30, 2020 GlobalPretect Gateway
Description  Palo Alto Networks DNS Security License

Date Issued September 05, 2019

Date Expires July 30, 2020
Description  GlobalProtect Gateway License
Date Issued September 05, 2019
Date Expires July 30, 2020
Description  Palo Alto Networks URL Fiftering License

At Yes Premium

Date Issued September 05, 2019
Date Expires July 30, 2020
Description 24 x 7 phone support; advanced replacement hardware service

Threat Prevention

Date Issued September 05, 2019
Date Expires July 30, 2020
Description  Threat Prevention

License Management "

Retrieve license keys from license server

ildFire License:

Date Issued September 05, 2019

Date Expires July 30, 2020
Manually upload license key Description  WildFire signature feed, integrated WidFire logs, WildFire APT
Deactivate VM

Activate feature using authorization code

Upgrade VM capacity

e Virtual Wire

paloalto

METWORKS

Dashboard Manitor Policies Objects

Interfaces

4 Zones
gi,. VLANS [ wame Interfacel Interface2 Tag Allowed
Ha Virtual Wires |:| MNutanix_vWire 2 ethernetl/1 ethernetl/2 0-4094

## Virtual Routers
o Psec Tunnels
#L5GRE Tunnels
4 DHCP

5 DS Proxy
w @ ginhabrntact

® Security Zone

paloalto

NETWORKS

Dashboard Monitor Policies Objects

Interfaces
4 Zones
SHVLANS
s virtual Wires
@ virtual Routers
(ﬁ IPSec Tunnels [l Microsegment_Zo... virtuakwire ethernetl/1
#54 GRE Tunnels »
+ DHCP ethemet1/2
2 DNS Proxy
v Q GlobalProtect

Interfaces [ Virtual Zone Protection Packet Buffer
Systems Profile Protection

D Mame Type

o

Log Setting

e Network Interfaces



m palogEtE Dashboard ACC

Monitor Policies Objects Network Device = Commit &8 [ Config= Q Search

= ®Heb

& Interfaces
P4 Zones

SYVLANS 1| 24 tems | &) (30)
Bavirtual Wires
i Management Link VLAN / Virtual-
4 Virtual Routers Interface Interface Type o IP Address Vircual Router Tag / Securtty Zone
B PSec Tunneks Profle State Wire

5% GRE Tunnek @ ethernet1/1 ® Virtual Wire
"
St DHCP
S DNS Proxy
v @ GlobaProtect

Bl e o

none none Untagged  Nutank_vWire  Microsegment Zone
® Virtual Wire none none Untagged | Nutan_vWie  Microsegment_Zone
none none Untagged none none

=

nana nana lintannad

Apply Microsegmentation Policy via Nutanix Flow and VM-Series

Nutanix provides a framework whereby traffic between virtual machines can be redirected through Nutanix
Flow for traditional traffic enforcement via an integrated firewall that processes traffic at layer-4 based on
source/destination port and protocol.

For customers that want to reap the benefits of Palo Alto Networks Next-Generation Firewall, deploying
VM-Series on Nutanix AHV with the Calm Blueprint automatically creates a Service Chain. The Service Chain
allows customers to transparently redirect traffic at the Virtual NIC driver layer to VM-Series for low latency
packet redirection to Palo Alto Networks’ industry-leading application layer firewall.

Applying Application and Category objects to your applications allows the administrator to quickly and easily
control traffic flows between workloads. In the following example, we secure a two-tier deployment of
WordPress. The tiers are separated into a web tier and a database tier. The WordPress front-end web and
application server are deployed on one Virtual Machine while the MySQL database is deployed on another
Virtual Machine.

An Application object is defined to represent WordPress as an application (AppType: WordPress) and is further
divided into two categories — the web tier (AppTier: web) and the database tier (AppTier: db). The Application
object and Category objects are applied to the two Virtual Machines.

WordPress Web Frontend * Category

¢ Backto VM
VM 1 Categories 2
M
WordPress Web Frontend VM AppType: WordPress
WordPress
Web Frontend AppTier: web
Summary

Console
Recovery Points
Snapshots
Alerts

Events

Metrics

NICs

Disks

Categories
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WordPress Database Backend * Category

< Back to VMs

VM 1 Categories 2

VM

WordPress
Data ba se AppTier: db
Backend

WordPress Database Backend VM AppType: WordPress

Summary
Console
Recovery Points

Snapshots

Alerts %

Events
Metrics
NICs
Disks

Categories

We create a Security Policy in Nutanix Flow to quickly and easily apply a Microsegmentation policy to control the
east/west traffic flows between the WordPress web application server and the WordPress database server.

1. Navigate to Policies -> Security Policies
2. Click Create a Security Policy and choose Secure an Application

@ Security Policies 3 <

Security Policies a - Create Security Policy ~

‘Secure an Application

1Total Secu 'solate Environments

0 Name Purpose Palicy Status

0 Quarantine Inspect VMs in Quarantin... Quarantined Applied

3. Provide a Name and Description for the new security policy, then choose App Type: WordPress in the
drop-down select, then click Next
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Create App Security Policy

o Define Policy 2 ' Secure Application 3 Review

An app security policy segments an app type category and only
allows it to talk to specific devices on the network.

Name

WordPress-Microsegmentation

Purpose

Manage traffic flows between web tier and database tier

Secure this app

AppType: WordPress -

[ Filter the app type by category (e.g. environment, location, etc.)

4. Since we already have a Palo Alto Networks Next-Generation Firewall securing the north/south traffic at
the perimeter, select the Whitelist Only drop-down select and choose Allow All

Create App Security Policy 2 X

< Back 1 Define Policy ) Secure Application 1) Review View Policy Model m

Inbound Whitelist Only ~ AppType WordPress Qutbound Allow All -

R 2VMs s
prType  WordPress =+ | Al Destinations
Deny all incoming
Whitelist Only

Set rules on App Tiers, instead

+ Add Source

5. Inthe center column, select Set Rules on App Tiers instead

Create App Security Policy ? X

< Back 1 DefinePolicy () Secure Application 31 Review View Policy Mode!

Inbound Allow All - AppType WordPress Outbound Allow All ~

. Type 2vMs | |ee..
All Sources Ze g Boplyes| WordPress -+| ANl Destinations

Set rules on App T

6. Click + Add Tier
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€ Back

Inbound Allow All
7. Select App Tier: web
< Back
Inbound Allow All
All Sources

1

Create App Security Policy

Define Policy @) Secure Application 3| Review

AppType WordPress Outbound

+ Add Tier
All Destinations

Set rules on the whole app, instead

Create App Security Policy

1 DefinePolicy @) Secure Application 3 Review

AppType WordPress Outbound

Select a Tier 2,
Al Destinations
Select a Tier -
ApgTier : Default
AppTier: do

AppTier : web

b

8. Click + Add Tier and select App Tier: db

< Back

Inbound Allow All

All Sources

9. Select Set Rules within App

Create App Security Policy

1 DefinaPolicy ) Secure Application 3 Review
AppType WordPress Outbound
AppTier  web WMs

Al Destinatians

VMs in this tier can talk to each other

Select a Tier -
Select a Tier ~
AppTier : Default
AppTier:db

AppTier: db

View Policy Mode

Allow All

View Policy Model

Allow All

View Policy Model

Allow All 4

Next >
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Create App Security Policy ? %

< Back 1 DefinePolicy @) Secure Application 3| Review View Palicy Model m

SetRulesto & from App | Set Rules within App

4]

Applype WordPress Allow Al
AppTier web VMs

VMs in this tier can talk to each other

Applier  db WMs

VMs in this tier can talk to each other

10. Click on the rectangle representing AppTier: web to select it — a blue outline will appear

Create App Security Policy ? %

< Back 1 DefinePolicy @) Secure Application 3| Review View Policy Model m

SetRulesto&fromApp  Set Rules within App

Allow A AppType WordPress Allow Al

AppTier  web WMs

Can VMs in this tier talk to each other ?

O ves O No %
AppTier  db. 1UMs
°
VMs in this tier can talk to each other
11. Click the + sign on the right side of AppTier: db
Create App Security Policy ? x

¢ Back 1 Define Policy ) Secure Application 3| Review View Policy Model

SetRules to & from App | Set Rules within App

Allow A AppType WordPress Allow A

AppTier  web WMs

Can VMs in this tier talk to each other ?

O Yes O No
AppTier  db WMs
VMs in this tier can talk to each other %
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12. In the Create Tier to Tier Rule that appears, enter the TCP/UDP/ICMP traffic flows to redirect to
VM-Series via the Service Chain, check the box next to Redirect through a service chain, and then select
PANOS_CHAIN in the drop-down select

Create Tier to Tier Rule *
Pr web 0 T A ppTie db
Specify the protocol details for this rule + Add Port/Protocol
TCP ~ | 3306 x
ICMP i Any Any ‘ x

Redirect through a service chain

PANOS_CHAIN et

s-ancel m

In this rule, both MySQL (3306/tcp) and all ICMP traffic is redirected to VM-Series

13. Click Save to add the rule

14. Click Next

Create App Security Policy 2 x
¢ Back 1 DefinePolicy @) Secure Application Review View Policy Mode!

Set Rulesto & from App | Set Rules within App /

AppType WordPress

AppTier  web

Can VMs in this tier talk to each other ?
© ves No

AppTier  db

VMs in this tier can talk to each other

15. Choose either Save and Monitor, or if you are ready to enforce the new Tier to Tier rule with VM-Series,
simply click Apply Now
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Security Policies

Security Policies o~ Filters

O Name Purpose Policy Status Last Medified

O Quarantine Inspect VMs in Quarantin... Quarantined Applied 4 month..

O WordPres... Manage traffic flows betw. A AppType  WordPress an Monitoring few seco...
Sources Destinations.

16. Switch to the VM-Series firewall Monitor tab for the appropriate firewall — or if you have centralized
logging configured in Panorama, view the Traffic logs on the Monitor tab within the Panorama admin
interface

Deploy Additional VM-Series via Calm Scale Out

As your workloads scale up, so does the number of Nutanix AHV cluster nodes in your environment. The Nutanix
scale-out capability provides a method for administrators to add additional VM-Series instances to an existing
deployment with only a few clicks.

The following example builds upon the two VM-Series instances we deployed to a Nutanix AHV cluster. To
increase the scalability of the environment, we will leverage the Nutanix Calm Scale Up action to add an
additional two instances of VM-Series across the AHV cluster.

1. Navigate to Calm -> Applications

-
L
aa
b
11}
2 Total Applications
e
&
NAME SOURCE BLUEPRINT STATE
T Balo i Hetio s vMESSias Alicaton ; .' 3 A R Running
L]

2. Open the Palo Alto Networks VM-Series Application
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Palo Alto Netwo

Id Applications

the Manage tab

rks VM-Series Application

Status

Palo Alto Netw

Project

Owner

Variables

Palo Alto Networks VM-Series Count ()
2

IP Address of Panorama

Username for Panorama API Administrator (1)

nutanixadmin

4. Click the > in the ScaleUp pane

Services Audit

admin

Configuratio

Application U

Blueprint

Application Pr

Cloud



5. Modify the SCALEOUT_COUNT to reflect the total number of additional VM-Series instances to deploy

6. Click Run

a

Palo Alto Networks VM-Series Application

Overview Manage Services

5. ScaleUp -@: 3
>_ | ScaleDown

* Create

» Start

() Restart

| ] Step

b 4 Delete

>_ | SoftDelete

Audit ?

SCALEOUT_COUNT

B Paloaitovm

PaloAlto

Create

Package Install
(2>} PaloAlio Create

(*3) PaloAlto Start

E

m ki
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on Delste

é Palo Alto Networks VM-Series Applicatl
e Overview Manage Services Audit ?

Uy Famin

.S/I(:i(?'EVL:EJUI - Status RUNNING

i >_ | ScaleDown ScaleOut

#* Create
PaloAlto - Substrate Pre Create i

> Stant Started today at 156 AM
L Status SUCCESS
Restan

< = B Paloaitovm

) f;eneraﬂeNuthr 4
[ | Stop PaloAlo

=Y GenerateNumber 5
%) oo ScaleUp ot *
> Soft Delete 2 “ PaloAlto - Substrate Create

ScaleUp @ LestUpdated At-today at 157 AM

() ScaleOut

Started today at 157 AM
Status RUNNING

PN

PaloAltoVM - Provision Nutanix

L PaloAltoVM - Provision Nutanix

N new nofifi

That’s it! Nutanix Calm will automatically:

Provision the desired number of additional VM-Series instances

Automate licensing of the additional VM-Series appliances

Subscribe the newly created instances to the same Panorama server

Add the new instances to the same Panorama Device Group, Template, and Template Stack as the
existing instances

Automatically commit the configuration

Modify the Service Chain to allow traffic to be seamlessly redirected to the newly deployed VM-Series
instances

Troubleshooting Resources & Documentation

Nutanix

Nutanix Flow - Tech Note

Nutanix Calm Reference Architecture

Nutanix Support Portal

Blueprints Management - Nutanix Support Portal
Blueprints Usage - Nutanix Support Portal

Nutanix: Network Microsegmentation Demo - YouTube
Tech TopX: Datacenter Security with Flow

Palo Alto Networks


https://portal.nutanix.com/#/page/solutions/details?targetId=TN-2094-Flow:TN-2094-Flow
https://www.nutanix.com/go/nutanix-calm-reference-architecture
https://portal.nutanix.com/
https://portal.nutanix.com/#/page/docs/details?targetId=Nutanix-Calm-Admin-Operations-Guide-v57:nuc-nucalm-blueprint-management-c.html
https://portal.nutanix.com/#/page/docs/details?targetId=Nutanix-Calm-Admin-Operations-Guide-v57:nuc-nucalm-blueprints-intro-c.html
https://www.youtube.com/watch?v=CXSQAXmyYpQ
https://www.youtube.com/watch?v=50edygfpBvw

Palo Alto Networks Support Site

Create a Support Account - VM-Series Deployment Guide

License the VM-Series Firewall - VM-Series Deployment Guide

Activate the License - VM-Series Deployment Guide

Bootstrap the VM-Series Firewall - VM-Series Deployment Guide
Generate the VM Auth Key on Panorama - VM-Series Deployment Guide
Prepare the Licenses for Bootstrapping - VM-Series Deployment Guide
Create the init-cfg.txt File - VM-Series Deployment Guide

Prepare the Bootstrap Package - VM-Series Deployment Guide
Panorama Administrative Roles - Panorama Administrator's Guide

Knowledge Base Articles

e How to Authorize and Install VM-Series Auth Codes - Knowledge Base

* Valid support credentials required

Videos

e VM-Series Deployment: Bootstrapping Basics - YouTube

* While this video refers to AWS/Azure/GCP, it is applicable to deploying on Nutanix as well

Technical Details

Nutanix

o Nutanix REST API - Overview
e Nutanix Developer Portal
e How to create service chain using REST API

Nutanix API Calls

Get List of Existing Clusters
https://{{host}}:9440/api/nutanix/v3/clusters/list

Create a New Network Function Chain
https://{{host}}:9440/api/nutanix/v3/network function chains
Get a List of Existing Network Function Chains

https://{{host}}:9440/api/nutanix/v3/network function chains/list
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https://support.paloaltonetworks.com/
https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/license-the-vm-series-firewall/create-a-support-account.html#
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Palo Alto Networks

e PAN-OS® and Panorama™ APl Guide

PAN-OS and Panorama API Calls

Generate API Key
https://{{host}}/api?type=keygen&user=admin&password=admin
Configure Devices
https://{{host}}/api/?type=configsaction=get&xpath=/config/devices
Create Panorama Device Group

https://{{host}}/config/devices/entry[@name="'1localhost.localdomain']/device-group/entry[@name
='@@{Panorama DeviceGroup}@@'

Create Panorama Template

https://{{host}}/config/devices/entry[@name="localhost.localdomain']/template/entry[@name="@Q
{Panorama Template}@@']

Create Template Stack

https://{{host}}/config/devices/entry[@name='localhost.localdomain']/template-stack/entry[@na
me="'@@{Panorama TemplateStack}@@']

Configure Network Interfaces via Template

https://{{host}}/config/devices/entry[@name="'localhost.localdomain']/template/entry[@name="@QQ
{Panorama Template}@@']/config/devices/entry[@name='localhost.localdomain']/network/interface
/ethernet/entry

Create Virtual Wire

https://{{host}}/config/devices/entry[@name="'localhost.localdomain']/network/virtual-wire/ent
ry[@name="'@E{Panorama Vwire}@Q"']

Create Security Zone

https://{{host}}/config/devices/entry[@name="1localhost.localdomain']/template/entry[@name="@@
{Panorama Template}@@']/config/devices/entry[@name='localhost.localdomain']/vsys/entry[@name=
'vsysl']/zone/entry[@name='QQ{Panorama_ zZone}@Q"']

Add Template Variable

https://{{host}}/api?key={{key}}&type=config&action=sets&xpath=/config/devices/entry[@name="'10
calhost.localdomain']/vsys/entry[@name="'vsysl']

Commit Changes

https://{{host}}/api?key={{key}}&type=commitscmd=<commit></commit>
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Activate Licenses

https://api.paloaltonetworks.com/api/license/activate?uuid={{uuid}}&cpuid={{cpuid}}&authCode=
{{authcode} }&serialNumber={{serialnumber}}

Show Device Licenses

https://{{host}}/api?key={{key}}&type=op&cmd=<request><batch><license><info></info></license>
</batch></request>
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